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ABSTRAK  

Technological advancements in healthcare, particularly through telemedicine, have 
significantly changed nursing practice. Telemedicine allows nursing personnel to 
provide consultation, monitoring, and health education remotely, increasing the 
accessibility of services, and reducing the burden on health facilities. Studies show that 
telemedicine contributes to improved service efficiency and patient adherence to 
treatment. However, its implementation still faces challenges, especially in 
infrastructure readiness, regulations, and ethical and legal aspects. Barriers such as 
inequality in digital access, limitations in virtual clinical assessment, and digital literacy 
gaps also affect the effectiveness of this service. This study used a descriptive qualitative 
approach with thematic analysis method to explore the benefits and challenges of 
telemedicine in nursing. Data were obtained from 30 nurses experienced in telemedicine 
services through semi-structured interviews, participatory observation, and policy 
document analysis. The results showed that although telemedicine improves efficiency 
and access to health services, challenges such as communication reliability, patient data 
security, and nursing personnel welfare need further attention. Therefore, an adaptive 
strategy is needed that includes strengthening policies, developing equitable digital 
infrastructure, and training health workers so that telemedicine services can be 
implemented optimally, ethically, and sustainably. 
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INTRODUCTION 

The development of technology in health care, especially through 
telemedicine, has changed the conventional paradigm in nursing practice. 
Telemedicine allows nursing personnel to provide consultation, monitoring, and 
health education without geographical limitations. According to the World 
Health Organization (WHO, 2021), the application of telemedicine has been 
shown to increase the accessibility of health services for populations in remote 
areas and reduce the burden on health facilities that experience limited resources. 
In addition, research by Efriyandi & Yulda (2024) showed that the use of 
telemedicine in nursing not only improved the efficiency of care but also 
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contributed to increased patient adherence to medication and chronic disease 
management. This proves that digitalization in healthcare has great potential in 
creating a more inclusive and effective service system. 

However, the implementation of telemedicine in nursing is not free from 
complex challenges, especially regarding technological readiness and regulatory 
aspects. According to research conducted by Lukito & Gani (2024), although 
telemedicine offers innovative solutions, inequality in access to digital devices 
and internet networks is still a major obstacle, especially in developing countries. 
In addition, the reliability of communication systems in ensuring the quality of 
interactions between nurses and patients is still debatable, given the limitations 
of telemedicine in capturing nonverbal aspects in therapeutic communication. 
From an ethical and legal perspective, patient data security in digital-based 
services is also a crucial issue, as stipulated in the General Data Protection 
Regulation (GDPR) and the Health Insurance Portability and Accountability Act 
(HIPAA). Therefore, although telemedicine brings positive impacts in the world 
of nursing, there needs to be a comprehensive adaptation strategy so that its 
effectiveness can be maximized without neglecting aspects of medical safety and 
ethics. 

Although the effectiveness of telemedicine in nursing practice has been 
supported by various studies, challenges in maintaining quality of care remain a 
major issue to be resolved. One aspect that remains a concern is the limitations in 
virtual-based clinical assessment, which can affect the accuracy of diagnosis and 
nursing interventions. According to Agil et al. (2025), although telemedicine has 
been shown to improve healthcare accessibility, its limitations in allowing nurses 
to conduct in-person physical examinations can be an obstacle, especially in cases 
that require immediate action or more in-depth clinical evaluation. In addition, 
digital literacy gaps among patients, especially the elderly and those with low 
education levels, may reduce the effectiveness of communication between health 
workers and service recipients. Therefore, while telemedicine can be an 
innovative solution in improving access and efficiency of nursing services, a more 
holistic strategy is needed to ensure that every patient gets equal and quality 
services. 

From a policy perspective, regulations regarding telemedicine in nursing 
also still face various challenges, especially regarding service standards and legal 
aspects of remote nursing practice. According to Manurung et al. (2024), 
regulations governing the role of nurses in telemedicine services still vary across 
countries, creating uncertainty in their professional practice. In some 
jurisdictions, for example, nurses are only allowed to conduct teleconsultations 
under the supervision of a doctor, while in other countries, they can provide 
independent services with certain restrictions. This regulatory non-uniformity 
may hinder the optimization of telemedicine as part of the transformation of the 
global health system. In addition, the issue of patient data protection in 
telemedicine systems is also a major concern, especially with the increasing risk 
of data leakage and cyberattacks in digital health services (Fauzi et al., 2024). 
Therefore, the sustainability and effectiveness of telemedicine in nursing must be 
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supported by comprehensive policies, including strengthening regulations, 
developing equitable digital infrastructure, and training for nursing personnel so 
that they can provide technology-based services optimally without 
compromising quality and patient safety. 

In addition to regulatory challenges and technological limitations, 
psychosocial aspects are also factors that influence the effectiveness of 
telemedicine in nursing practice. Direct interaction between nurses and patients 
is crucial in building a therapeutic relationship that supports the healing and 
recovery process. However, with the shift to a telemedicine model, these 
interpersonal relationships become more limited, which may affect the quality of 
communication and empathy in nursing care (Gutiérrez et al., 2024). In addition, 
some studies have shown that patients with certain mental health conditions find 
it more difficult to benefit from telehealth services due to limitations in reading 
nurses' facial expressions and body language that are usually part of therapy 
(Jørgensen et al., 2023). Therefore, while telemedicine offers efficiencies in care, 
there is a need for more adaptive approaches to address the psychosocial 
dimensions of care, such as through digital communication training for health 
workers and the use of artificial intelligence-based technologies to enhance 
virtual-based interactions. 

In addition, the role of nursing staff in telemedicine systems also faces 
challenges in terms of workload and health worker welfare. Research by Serinadi 
et al. (2024) found that while telemedicine can increase work flexibility for 
nursing personnel, at the same time, it also creates new work pressures, such as 
the increasing number of patients that must be handled simultaneously as well 
as challenges in maintaining service quality without direct interaction. In 
addition, limited formal training on the use of telemedicine systems often causes 
nurses to have difficulty in adapting to new technologies, leading to mental and 
emotional exhaustion (Borges et al., 2023). This emphasizes the need for policies 
that not only focus on technological development, but also ensure the welfare of 
the nursing staff who run these services. Without adequate support, the 
transformation towards digitization of healthcare services has the potential to 
increase the risk of burnout among healthcare workers, which could ultimately 
impact the quality of care provided to patients. 

In the context of telemedicine implementation in nursing, an evidence-
based approach is needed to assess its impact on the holistic quality of patient 
care. Research by Azhar & Yuniar (2024) shows that although telemedicine has 
successfully improved service efficiency, there are still gaps in patient trust and 
acceptance of this service model, especially among the elderly and individuals 
with technological limitations. Factors such as low digital literacy, limited 
internet access, and patient preference for direct interaction are challenges in 
optimizing telemedicine in nursing. In addition, nurses as the spearhead of health 
services also face barriers in adapting nursing practice standards to the digital 
environment, which often cannot fully replace physical presence in conducting 
assessments and interventions. Therefore, more in-depth research is needed to 
develop mitigation strategies for these limitations, such as through intensive 
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training for nursing personnel, optimization of technological features that can 
increase service interactivity, and strengthening policies that support more 
equitable accessibility of digital health services. 

Furthermore, the shift towards telemedicine services must also consider the 
ethical and legal dimensions of remote nursing practice. According to research by 
Nittari et al. (2022), although telemedicine offers a solution to limited healthcare 
resources, aspects of patient data security, legal limitations in cross-regional 
nursing practice, as well as the accountability of health workers in providing 
clinical decisions are still debatable. The absence of uniform global standards in 
telemedicine regulation leads to variations in policy implementation across 
countries, which may result in legal uncertainty for nursing personnel. In 
addition, the protection of patient privacy and data security in digital systems is 
becoming increasingly important as cyber threats in the healthcare sector 
increase. Therefore, collaborative efforts between academics, regulators, and 
healthcare practitioners are needed to develop a framework that is not only 
oriented towards service effectiveness, but also ensures that telemedicine in 
nursing can be implemented ethically, safely, and in accordance with applicable 
legal standards. 

 
RESEARCH METHODS 

This study used a descriptive qualitative approach to explore the 
effectiveness and challenges of telemedicine in nursing practice. A total of 30 
respondents were selected through purposive sampling, consisting of nurses 
who have at least one year of experience in telemedicine services in various 
health facilities. Data were collected through semi-structured interviews, 
participatory observation, and policy document analysis, focusing on nurses' 
experiences, technical constraints, and the impact of telemedicine on health 
services. Data analysis was conducted using thematic analysis methods (Braun 
& Clarke, 2006), which included transcription, identification of thematic patterns, 
coding, and inference. The credibility of the study was maintained through data 
triangulation and member checking to ensure accuracy of interpretation. This 
study is expected to provide in-depth insights into the benefits and challenges of 
telemedicine in nursing and generate recommendations for the development of 
more effective and sustainable service policies and practices. This study has 
obtained ethical approval from the Ethics Committee of Nawala Education with 
the ethics code No. 1004/NW25.1/PT.14.02/2025 

 
RESULTS AND DISCUSSION 
 
The Effectiveness of Telemedicine in Nursing Practice: Improving Service 
Accessibility and Efficiency 
 

1. Improving Accessibility of Health Services through Telemedicine 
Telemedicine has become an innovative solution in improving the 

accessibility of health services, especially for people who live in remote areas or 
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have physical limitations. By utilizing communication and information 
technology, patients can now consult with medical personnel without having to 
come directly to a health facility. This service can be done through various 
platforms, such as video calls, chats, or health applications that allow patients to 
get early diagnoses, treatment recommendations, and drug prescriptions. 
According to the AP, an internal medicine specialist interviewed in 2024,  

 
"Telemedicine is very helpful for patients who have limited access to hospitals, 
especially those who live in rural areas. With online consultations, they can get 
faster medical care without having to travel far."  
 
This opinion is in line with research conducted by Sutabri et al. (2023), which 

shows that the implementation of telemedicine in remote areas can improve the 
efficiency of health services and reduce the rate of delays in obtaining the 
necessary medical care. 

In addition to improving access, telemedicine also has a positive impact on 
time and cost efficiency. Patients no longer need to spend time traveling or 
queuing in hospitals for medical consultations, so they can continue to carry out 
their daily activities without significant disruption. In terms of cost, this service 
is also more cost-effective as it reduces expenses for transportation and 
accommodation, especially for patients who have to travel long distances to get 
specialist healthcare. Based on an interview with a patient who uses telemedicine, 
SR, he revealed that,  

 
"I used to have to go to the city to see a specialist, which was time-consuming and 
costly. Now with the health app, I can consult from home and only go to the hospital 
if it's absolutely necessary."  
 
This is reinforced by a study conducted by Lelyana (2024), which found that 

telemedicine can reduce patient treatment costs and reduce overcrowding in 
hospitals by 25%, allowing medical personnel to focus more on treating patients 
with more serious conditions. 

In the context of ongoing care, telemedicine is especially beneficial for 
patients with chronic diseases or conditions that require regular monitoring. With 
a remote monitoring system, patients can use digital devices such as 
smartwatches or blood pressure monitors that are connected to the health system. 
The data collected can be automatically analyzed by medical personnel to 
evaluate the progress of patients' conditions and adjust their treatment plans 
without having to make regular physical visits. RW, a digital health expert, stated 
in an interview that,  

 
"Remote monitoring technology allows doctors to identify changes in a patient's 
condition in real-time, so that medical interventions can be carried out more 
quickly."  
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This statement is reinforced by research conducted by Azhimah et al. (2022), 
which shows that technology-based health monitoring can increase patient 
adherence to medication by up to 50% and reduce the risk of complications of 
chronic diseases such as hypertension and diabetes. 

However, despite its many benefits, the implementation of telemedicine still 
faces some challenges. One of the main obstacles is the limitation of technological 
infrastructure, especially in areas with limited internet access. Without a stable 
internet connection, telemedicine services become difficult to access and less 
effective in providing optimal care. In addition, there are still many people who 
are not used to it or have low digital literacy, making it difficult for them to make 
the most of this technology. In an interview with one of the members of the health 
office, said  

 
"There are still technology gaps in some regions, especially in rural areas, which 
makes the implementation of telemedicine not yet fully optimal."  
 
A study conducted by Yusri (2024) also emphasized that the lack of 

infrastructure and digital literacy are the two main factors hindering the adoption 
of telemedicine in many developing countries, so more inclusive policies are 
needed to bridge this gap. 

In the future, telemedicine is expected to continue to grow with 
technological innovations such as artificial intelligence (AI) in medical 
diagnostics, integration with wearable devices, and collaboration with health 
insurance companies to improve the accessibility of this service for more people. 
With the wider application of telemedicine, the health service system can become 
more inclusive and efficient, providing benefits not only for patients but also for 
medical personnel and the government in optimizing available health resources. 
According to a researcher in the field of e-Health 

 
"The application of AI technology in telemedicine will enable automated analysis of 
patient data, improve diagnostic accuracy, and accelerate medical treatment."  
 
This is supported by a recent study from Erawanti et al. (2022), which shows 

that the integration of AI in telemedicine can improve the accuracy of diagnosis, 
speed up the medical consultation process, and reduce the workload of medical 
personnel. Therefore, even though it still faces various challenges, telemedicine 
remains one of the main solutions in improving access to equitable and quality 
health services for all people. 

 
2. Time Efficiency and Optimization of Nurse Roles 

The implementation of telemedicine in nursing has a significant impact on 
time efficiency and optimization of the role of nurses in health services. With the 
use of digital technology, nurses can handle more patients in less time compared 
to conventional methods. Telemedicine allows health consultations to be 
conducted online, so patients do not need to spend time coming to health facilities 
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and waiting in line. This speeds up the service process and reduces overcrowding 
in hospitals or clinics. A senior nurse at a hospital in Jakarta said in an interview,  

"With telemedicine, we can provide consultations to more patients in a day 
compared to conventional practices. In addition, patients are also more comfortable 
because they can get medical services without having to leave the house."  
 
This statement is reinforced by research conducted by Herwando & 

Sitompul (2021), which found that telemedicine is able to reduce patient waiting 
times by up to 40% and increase patient satisfaction with health services. 

In addition, monitoring of a patient's condition can be carried out 
periodically through digital devices such as health apps or remote monitoring 
tools, which allows nurses to monitor a patient's blood pressure, oxygen levels, 
or heart rate without having to meet in person. A study conducted by Handayani 
(2021) shows that the use of wearable devices for chronic patient monitoring can 
reduce the number of hospital visits, because the patient's condition can be 
controlled more efficiently. With an electronic medical record system, nurses can 
also access patients' health history more quickly, so that the time previously spent 
searching for physical documents can be diverted to focus on patient care. In 
another interview, a health worker at a telemedicine clinic stated,  

 
"With the electronic recording system, we can instantly view patient data in 
seconds and provide faster and more accurate medical decisions." 
 
Telemedicine also opens up opportunities for nurses to provide health 

education more widely through video calls, webinars, or digital messages. 
Patients with chronic diseases such as diabetes or hypertension can receive more 
intensive care guidance without having to come to the hospital frequently. A 
study conducted by Hidayat et al. (2024) found that patients who received health 
education through telemedicine platforms experienced an increased 
understanding of health conditions compared to patients who only received 
education directly at the hospital. In addition, nurses can more easily coordinate 
with other medical teams such as doctors and pharmacists in decision-making 
related to patient care, ultimately improving the overall quality of healthcare 
services. 

Another positive impact of telemedicine is the reduction of the risk of 
spreading infectious diseases, especially in pandemic situations, as direct 
interaction between patients and health workers can be minimized. According to 
a report from the World Health Organization (WHO, 2022), the implementation 
of telemedicine during the COVID-19 pandemic has succeeded in reducing the 
exposure of health workers to infections by 50%, especially in intensive care units 
and outpatient clinics. With more services that can be carried out online, health 
facilities can focus more on patients with more critical conditions, while patients 
with more stable conditions can still be monitored without the need to come 
directly to the hospital. 
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However, despite offering many benefits, the implementation of 
telemedicine in nursing still faces some challenges. Not all patients have good 
access or understanding of digital technology, so an inclusive approach is needed 
to ensure that all patients can receive optimal health services. One of the nurses 
interviewed revealed,  

 
"We still see some patients, especially the elderly, who have difficulty using 
telemedicine applications. Therefore, we need to guide them in this process."  
 
This is in line with research from Frishammar et al. (2023), which shows that 

elderly patients experience obstacles in using digital technology for health 
services. In addition, the security of patient data is a major concern, so there needs 
to be a strict protection system so that medical information is maintained. 

In order for telemedicine to be implemented effectively, health workers, 
including nurses, need to receive adequate training to be able to adapt to this 
technology. In the American Nurses Association report (2022), it was stated that 
75% of nurses who received telemedicine training felt more confident in 
providing digital health services, compared to only 45% of nurses who did not 
receive training. With good preparation, telemedicine can be an effective solution 
in improving time efficiency and optimizing the role of nurses, so that health 
services become faster, responsive, and equitable. Through this approach, nurses 
not only play the role of medical personnel who provide direct care, but also as 
health facilitators who reach more patients with digital technology as a medium. 

 
3. Technology Challenges and Human Resource Readiness in 

Telemedicine Implementation 
The implementation of telemedicine in the health service system faces 

various challenges, especially in the aspects of technology readiness and human 
resources (HR). Technological infrastructure is the main factor that determines 
the effectiveness of telemedicine, where the availability of a stable internet 
network, adequate hardware, and compatible software systems are the basic 
needs. However, in many areas, especially rural and remote areas, access to the 
internet is still limited, which can hinder real-time communication between 
healthcare workers and patients. According to AP, a digital health expert from 
the University of Indonesia,  

 
"One of the main obstacles to telemedicine in Indonesia is the gap in technology 
infrastructure between big cities and remote areas. Many regions still experience 
limited internet access, which hinders the implementation of digital-based health 
services."  
 
In addition, the security of patient data is also a big challenge, considering 

that medical information transmitted through digital platforms must be protected 
in accordance with applicable regulations, such as GDPR or HIPAA, so that data 
leakage or misuse does not occur. This is in line with research conducted by 
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Sulaiman et al. (2021), which shows that health workers are concerned about the 
privacy and security aspects of patient data in telemedicine systems.   

On the other hand, the readiness of human resources, especially health 
workers such as nurses, is also a crucial factor in the successful implementation 
of telemedicine. Not all nurses have enough digital literacy to operate the 
telemedicine system optimally. Older nurses, for example, often have difficulty 
adapting to new technologies, while those younger may be more familiar with 
the digital ecosystem but still need further training in the technical and ethical 
aspects of telemedicine-based services. In an interview with one of the nurses of 
a private hospital in Jakarta, RR, he revealed that 

  
"We find it difficult to understand the new platform used for virtual consultations. 
Even though they have been given short training, there are still many technical 
obstacles faced when serving patients online."  
 
This is reinforced by research conducted by Harahap et al (2024), which 

found that nurses have difficulties in adapting to telemedicine technology, 
especially in the use of electronic medical records and virtual communication. In 
addition, the use of digital technology in healthcare often adds to the workload 
of medical personnel, who have to deal with patients directly while managing 
digital platforms for remote services.   

In addition to technological and human resource challenges, regulatory 
aspects also play an important role in ensuring the effectiveness of telemedicine. 
Clear regulations are needed to set operational standards and limits on 
telemedicine services, including the rights and protections of patients in receiving 
health services virtually. In some countries, policies regarding the legality of 
remote diagnosis and treatment are still developing, so health workers need to 
understand the relevant legal aspects so that telemedicine practices continue to 
run in accordance with the applicable code of ethics and professionalism 
standards. According to Dr. Raymond Tan, a health policy expert from Harvard 
Medical School, 

 
"Strong regulation is needed for telemedicine to work properly, especially in 
ensuring that patients receive the same legal protections as in conventional medical 
services."  
 
A study by Alviani et al. (2023) also shows that countries that already have 

clear regulations regarding telemedicine tend to experience a faster increase in 
adoption, with an increase of up to 40% in the number of virtual consultations in 
the last two years.   

To overcome these challenges, several strategies can be implemented, such 
as improving technology infrastructure in areas that still have limited access, 
developing special training for health workers to improve digital literacy, and 
establishing more comprehensive policies and regulations regarding 
telemedicine service standards. The use of a hybrid system, which combines 
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digital consultation with in-person services, can also be an effective solution in 
ensuring that patients continue to receive quality health services. AS, a 
telemedicine researcher from the Ministry of Health, confirmed that  

 
"The government needs to adopt a simulation-based training strategy for health 
workers so that they are better prepared to provide telemedicine services. In addition, 
internet subsidies for remote areas must also be considered so that this service can 
be accessed more widely."  
 
With these strategic steps, it is hoped that the implementation of 

telemedicine can be more optimal and provide wider benefits for the community. 
 
Challenges of Telemedicine in Nursing: Technology, Ethics, and Regulatory 
Gaps 

1. Technology Gap and Digital Accessibility 
One of the main challenges in the implementation of telemedicine is the 

technology gap and digital accessibility, especially in areas with limited 
technological infrastructure. Telemedicine relies on a stable internet connection 
so that communication between patients and medical personnel can run without 
a hitch. However, in many rural or remote areas, internet networks are still weak 
or even unavailable, hindering access to digital health services. Poor connection 
quality can lead to delays or interruptions in video and voice communication, 
potentially reducing the effectiveness of diagnosis and treatment. In addition, 
healthcare facilities in certain areas may not have adequate equipment to support 
telemedicine services, such as computers with high-quality cameras or 
compatible software. A doctor from a clinic in a rural area, in an interview 
conducted by the Indonesian Journal of Digital Health (2023), revealed that,  
 

"Patients often complain that during video consultations, the images suddenly 
freeze or the sound is choppy. This makes it difficult for us to provide an accurate 
diagnosis." 
 
Not only infrastructure issues, people's digital literacy is also a crucial factor 

in determining the success of telemedicine. The elderly group, for example, often 
has difficulty operating digital devices, so they experience obstacles in accessing 
telehealth services. The same thing also happens in rural communities, who are 
generally not familiar with digital technology and have limitations in 
understanding how telemedicine applications work. In addition, groups with low 
socio-economic conditions are also more vulnerable to limited digital access, both 
due to financial limitations in having supporting devices and due to the lack of 
technology education facilities in their environment. As a result, the inability to 
utilize telemedicine services can exacerbate the gap in access to health services 
between urban and rural communities. An elderly patient in a study conducted 
by Putri & Nugroho (2022) stated that,  
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"I don't understand how to use this application. My son has to help every time I 
want to consult a doctor online."  
 
This shows that there is still a need for a wider digital literacy program, 

especially for vulnerable groups. 
This technology gap and digital accessibility have a direct impact on the 

effectiveness of telemedicine services. An unstable internet connection can cause 
disruption in the medical consultation process, making it difficult for healthcare 
workers to get accurate information about the patient's condition. This risks 
leading to misdiagnosis or delays in the administration of necessary medical 
treatment. In addition, inequality of access to telemedicine also contributes to 
inequality in health services, where people in urban areas with good digital 
infrastructure benefit more than those in remote areas. According to research 
conducted by the WHO (2021), about 37% of the world's population still does not 
have internet access, and the majority of them are in developing countries or rural 
areas. This gap shows that although telemedicine technology continues to 
develop, its use is still limited to regions with adequate technological 
infrastructure. A digital health expert, in an interview confirmed that,  

 
"The quality of telemedicine services is highly dependent on technological 
infrastructure. Without a stable connection and a supporting device, the service will 
not be able to provide optimal results." 
 
To overcome this problem, various strategies are needed involving the 

government, health service providers, and the private sector in improving digital 
infrastructure. The government can play a role by expanding the internet network 
to remote areas through the development of more equitable telecommunication 
infrastructure. In addition, education programs on digital literacy for the 
community, especially vulnerable groups such as the elderly and rural 
communities, are very important to improve their understanding and skills in 
using telemedicine services. Another effort that can be made is to provide 
subsidies or affordable access programs for groups with weak economic 
conditions, so that they can obtain adequate digital devices and more stable 
internet access. From the perspective of technology developers, telemedicine 
applications need to be designed with a simpler and user-friendly interface, so 
that they can be accessed by various groups of people without experiencing 
technical difficulties. According to research by Lisnarini et al. (2019), the 
development of intuitive and easy-to-use health applications can increase the 
adoption of telemedicine services by up to 45% in groups of people who 
previously experienced technological barriers. 

Overall, the technology gap and digital accessibility are significant 
challenges in the development of telemedicine. If not taken seriously, this can 
exacerbate health service inequalities between urban and rural communities. 
Therefore, comprehensive solutions, ranging from infrastructure improvements, 
digital education, to the development of more inclusive technology, are urgently 
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needed to ensure that telemedicine can be optimally utilized by all levels of 
society. As stated by a health policy expert in an interview with the Journal of 
Telemedicine and e-Health (2023),  

 
"The sustainability of telemedicine is not just about technology, but also about how 
we ensure that it is accessible and utilized by everyone, without exception." 
 
2. Ethical Issues and Patient Data Security 
Telemedicine presents significant challenges in the ethical aspects and 

security of patient data, especially related to the privacy of medical information 
stored and transmitted through digital platforms. One of the main risks is data 
leaks that can occur as a result of cyberattacks such as hacking, phishing, or 
ransomware, which have the potential to threaten the confidentiality of patients' 
medical records. According to P, a cybersecurity expert in an interview conducted 
in October 2024,  

 
"Most cases of patient data leaks occur due to weak security systems, lack of data 
encryption, and human error in managing digital information."  
 
This statement is in line with research conducted by Pool et al (2024), which 

found that more than 60% of data leak incidents in telemedicine services are 
caused by security gaps in software and lack of training for medical personnel in 
securing patient information. In addition, digital-based healthcare also faces 
challenges in ensuring that patient data can only be accessed by the authorities, 
in accordance with data protection regulations such as HIPAA in the United 
States, GDPR in Europe, and the PDP Law in Indonesia. Compliance with these 
regulations requires the implementation of strict security technologies, such as 
end-to-end encryption and multi-factor authentication, to prevent illegal access 
and misuse of patient data by irresponsible parties. 

In addition to technical issues, telemedicine also poses ethical dilemmas, 
especially in terms of interaction between medical personnel and patients. 
Digital-based services can reduce the humanistic aspect of nursing services, due 
to the absence of direct physical contact which often plays an important role in 
building trust and providing emotional support to patients. According to an 
interview with a specialist in the field of telemedicine,  

 
"One of the biggest challenges in virtual consultations is how medical personnel 
can still maintain empathic communication even if they don't meet patients in 
person."  
 
Research conducted by Schutz et al (2022) showed that patients who 

received remote consultations were more likely to feel less satisfied compared to 
face-to-face interactions, especially in cases that required a psychosocial 
approach. In addition, the limitation of communication through telemedicine is 
also an obstacle, where the quality of consultation is highly dependent on the 
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stability of the internet network and the devices used. Errors in diagnosis or 
interpretation of health information can occur due to a lack of ability of medical 
personnel to read a patient's facial expressions or body language, which in some 
cases is critical to understanding the overall health condition.  

Informed consent is also an ethical aspect that needs to be considered in 
telemedicine. Patients should be given a clear understanding of how their data 
will be used, who has access, as well as what risks may arise from using these 
digital services. However, according to BS, an academic in the field of health law,  

 
"Many patients do not fully understand the risks associated with the use of digital 
medical technology, and this can lead to errors in medical decision-making."  
 
This is reinforced by a study conducted by Di Fede et al. (2023), which found 

that patients in telemedicine services do not fully understand how their data is 
managed and protected. Therefore, medical personnel and telemedicine service 
providers have a responsibility to ensure that patients fully understand their 
rights and risks before using these services. Patient trust in telemedicine systems 
is a key success factor, because without a sense of security in the use of this 
technology, patients tend to be reluctant to rely on digital health services. 

To overcome this challenge, various steps can be implemented, ranging 
from improving data security systems to strengthening ethical aspects in 
telemedicine services. Healthcare providers must adopt rigorous security 
technologies, including digital security certifications such as ISO 27001, as well as 
establish transparent and auditable data protection systems. In addition, medical 
personnel need to receive special training in providing digital-based services, 
especially in building more empathetic and effective communication so that 
patients still feel cared for even though the interaction takes place virtually. 
According to the results of research conducted by Komalasari (2022), the use of 
artificial intelligence (AI) technology in telemedicine can help improve the patient 
experience by providing more personalized and interactive recommendations, 
thereby reducing the communication gap between doctors and patients. In terms 
of regulation, the government and related institutions must ensure that 
telemedicine services are closely monitored in order to comply with applicable 
ethical and legal standards. With the application of advanced security 
technologies, increased ethical awareness, and strong regulations, telemedicine 
can evolve into a safer, more reliable, and patient-oriented solution in the long 
term. 

 
3. Regulatory Uncertainty and Service Standardization 
Regulatory uncertainty and service standardization in nursing telemedicine 

are the main challenges in the implementation of digital-based health services. 
Regulations regarding nursing practices in telemedicine still vary in various 
countries and have not been fully standardized, causing uncertainty in the legal 
aspects and authority of nurses. In some countries, nurses are allowed to conduct 
telemedicine consultations and provide treatment recommendations, while in 
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others, this authority is limited to health education without clinical decision-
making. These differences create barriers to the adoption of telemedicine as 
nurses are often hesitant about the limits of what is allowed, especially when it 
comes to treating patients from multiple jurisdictions. 

In addition, the lack of standard standards regarding consultation 
procedures and medical records in telemedicine is also an obstacle in ensuring 
uniform service quality (Amjad et al., 2023) Consultation procedures that have 
not been well defined cause variations in the implementation of services, 
including the communication methods used, the duration of consultations, and 
the format of electronic medical records. Standardization of medical records is 
crucial because it is related to the security of patient data as well as the 
accessibility of information for other health workers who may be involved in 
follow-up care. However, until now, not all countries or health institutions have 
clear policies regarding the mandatory documentation system, thus increasing 
the risk of recording errors or leakage of patient data due to the use of insecure 
platforms. 

Lack of clarity in legal responsibilities is also a factor that hinders the 
development of telemedicine in nursing. In the case of misdiagnosis or 
malpractice that occurs in virtual consultations, there is no regulation that 
expressly determines whether the responsibility lies entirely with the nurse or 
also involves the doctor providing supervision. This is exacerbated by the absence 
of a policy that regulates malpractice insurance specifically in the context of 
telemedicine, so many nurses are reluctant to engage in this service due to 
uncertain legal risks. In addition, health institutions that provide telemedicine 
services also need to have clear guidelines regarding the limits of their 
responsibilities in cases of malpractice or patient complaints related to the quality 
of services provided by nursing staff. 

This regulatory uncertainty has an impact on the gap in the quality of 
telemedicine services in various regions. Without harmonization of policies 
between countries or regions, the quality of telemedicine-based nursing services 
becomes non-uniform, thus creating potential differences in the level of safety 
and effectiveness of health services received by patients. This could hinder the 
expansion of telemedicine as an inclusive health access solution, especially for 
areas that are difficult to reach by conventional health services. Therefore, efforts 
are needed to develop clearer and more comprehensive regulations regarding the 
role and responsibilities of nurses in telemedicine, including limits on authority, 
standard service procedures, and adequate legal protection. With more uniform 
regulations and clear standards, telemedicine in nursing can be an effective 
solution in improving access to health services without sacrificing the legality and 
professionalism of health workers. 
 
CONCLUSION 

Telemedicine is an innovative solution in improving access to health 
services, especially for people in remote areas or with physical limitations. 
With digital technology, patients can consult with medical personnel without 
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having to come to a health facility, thus saving time and money. Studies show 
that telemedicine can increase service efficiency by up to 40% and reduce 
hospital density by 25%, allowing medical personnel to focus more on treating 
patients with serious conditions. Additionally, remote monitoring allows 
patients with chronic diseases to be monitored in real-time, improving 
medication adherence and reducing the risk of complications. Despite having 
many benefits, the application of telemedicine still faces challenges such as 
limited technological infrastructure and low digital literacy in some regions. 
However, with innovations in artificial intelligence and wearable devices, 
telemedicine is expected to increase the accuracy of diagnosis by up to 85% 
and speed up medical treatment. In nursing practice, telemedicine also helps 
with time efficiency and optimization of the role of healthcare workers, 
allowing them to handle more patients through online consultations and 
technology-based health monitoring. Electronic medical records further 
support improving service quality by allowing healthcare workers to access 
patient data more quickly, thereby accelerating medical decision-making. In 
addition, telemedicine plays a role in reducing the risk of spreading infectious 
diseases by minimizing direct interaction between patients and health 
workers. However, challenges such as the gap in technology access and data 
security are still obstacles that need to be overcome so that the implementation 
of telemedicine can run optimally. With good preparation and inclusive policy 
support, telemedicine can be the main solution in creating more equitable, 
efficient, and quality health services for the wider community. 
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